Social Networking(
Concerns for Parents

Cyberbullying ¢ when someone sends offensive /
threatening messages or posts rude and damaging

comments about another person.

Identity theft ¢ if your child reveals information
about himself/herself on their profile , he/she

could be vulnerable to identity thieves.

Revealing too much in tweets, Facebook posts-
Giving specifics about location and time could

make children vulnerable to dangerous situations.

Inappropriate and harmful content ¢ if your son or
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they need to understand that some content might

not be appropriate for their age or maturity.
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personal details, such as their name, age, school or
email address, from their blog or Twitter page and
contact them with the intention of establishing a

sexual relationship.

Damaging their reputation in real life ¢ anything
your child publishes on the Web now could be

there forever and seen by anyone.

Presentation Information, Handouts, and Q&A:

http://wordpress.hayscisd.net/it/internetsafety

Online Resources:

Web Surfing:
http://www.netsmartz.org

http://www.oag.state.tx.us/criminal/cybersafety.shtml
http://www.txssc.txstate.edu/K12/internet-safety
http://blog.safetyclicks.com/

Facebook/MySpace:

http://tinyurl.com/ceh95g
http://www.komando.com/myspace/index.asp
http://www.safefamilies.org/socialnetworking.php
http://www.commonsensemedia.org/advice-for-parents

Twitter:
http://www.childnet-int.org/blogsafety/index.html
http://www.commonsensemedia.org/what-twitter
http://help.twitter.com/portal
http://parents.vodafone.com/blogs
http://www.commonsensemedia.org/website-reviews/
twitter

Texting:
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Terminologyt http://www.netlingo.com/acronyms.php

Partl 7Vebimaron Social Networking
Find out what Facebook, MySpace, Twitter, cell phones and

Web surfing mean and how they affect your child.
WHEN Dec 8, 7-8pm Access the URL from http://www.hayscisd.net|

Part Il /oc.s on Digital Documents

Learn how YouTube, photo and video sharing, and online gaming/
virtual worlds can affect future jobs, college acceptance, etc.

WHEN Feb 2, 6:30-7:30pm WHERE Hays HS Media Room

Part M juest speaker Attorney General's Office

Hear about Internet Safety & Awareness from what children do
online, and the legal issues regarding cyber bullying and sexting.

WHEN Apr 12, 6:30-7:30pm WHERE Performing Arts Center

Check out other upcoming topics:

Hays CISD Instructional Technology
210031H 35 0 Kyle, Texas 78640
(512) 268-2141

(@d Caw_ow(, 1o 8
our Child’s Digital World

Social Networking

Facebook, MySpace, Twitter,
Cell Phones and Web Surfing

December 3, 2009
Lehman High School

Presentation Information, Handouts, and Q&A:

http://wordpress.hayscisd.net/it/internetsafety


http://parents.vodafone.com/cyberbullying
http://parents.vodafone.com/identitytheft
http://parents.vodafone.com/inappropriate
http://parents.vodafone.com/inappropriate
http://parents.vodafone.com/inappropriate
http://parents.vodafone.com/inappropriate
http://parents.vodafone.com/inappropriate
http://parents.vodafone.com/inappropriate
http://parents.vodafone.com/grooming
http://parents.vodafone.com/jargonbuster#twitter
http://parents.vodafone.com/reputation

Social Networking ' .

Sites like Facebook and MySpace have privacy
controls, make sure your kids are using them.
e Some sites require kids to be older than 13 to have
a profile, but younger kids set up accounts anyway.
e Social networks keep kids connected to friends,
provide a space for self-expression.
e There are no guarantees of privacy (even with
settings) since anything can be cut, pasted, and
sent.
e Inappropriate pictures, posts, or messages can
result in damage to kids' reputations.
e Kids can "tag" (or identify) their friends in pictures
and videos without their approval (check settings).
e As parents, you can understand Facebook best by
creating your own page.
e Seeif your kids will let you "friend" them.
e |/ KSO1
V Check to make sure he/she is not putting
personal information that impacts safety

V Check that their profile is set to only allow
access to their approved friends

V Check photos and posts for appropriateness
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account to an email that you have access to so
you will be aware of friend requests and private
messages sent to your child
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have access to his/her account when needed

e GetaFacebook account for yourself and send your
child a friend request.

e Talk to your child about what they are doing on
Facebook and check in on it frequently.

iKS F2tt26Ay3 2V

I RRNB & a

LI & a,

Twitter |

e Twitter is a way for people to communicate short bits of
information with others.

e  Twitter users see posts of everybody they follow. Some
posts may be inappropriate in content. Discuss with kids
who they choose to follow. They should not follow
people or organizations they do not know.

e Settings ¢ Discuss with students what they have on their
online bio. Do not put personal information that can
identify location. Protect tweets to keep private. This
way only people they choose to let follow them can read
their tweets.

e Ifyour child adds a picture it should be appropriate.
They do not want inappropriate pictures to affect them
for things such as college admission, jobs. Life of digital
documents is long and can be embarrassing later on.

e If your child has a Twitter account it would be a good
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make sure they are keeping themselves safe and are not
exposing themselves to inappropriate content.

Texting
Parent Tips from Common Sense Media

e Carefully evaluate whether or not your kids need texting

on their cell phones.

Make rules around when and where.

Establish consequences for misuse.

Model appropriate behavior ¢ turn off your phone and
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e |f you suspect your kids aren't texting appropriately, you
can always look at their messages (inbox and outbox).

e |f the phone has a camera, what kind of pictures or
videos are they taking and what are they doing with
them?

e Contact your service provider for help with accessing
messages and checking phone features.

Web Surfing "‘g

Children on the Internet are no longer
just a part of the small community in
which they physically live.

e Know the good and the bad to use caution without
fear (online enticement, inappropriate material,
cyberbullying, loss of privacy)

e Teach your child how to surf smart, and why (safe
browsing with safer search engines and settings,
restrict personal details online)

e Have aclearly defined and communicated
agreement with your child (physical monitoring, set
time limits, review browsing history, monitoring
software, filters, restricted sites)

e Consequences for misuse

e Know all logins and accounts

e Stay aware of online activities
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e Keepcurrent
Internet Safety for Parents and Students
http://www.netsmartz.org
Windows XP
http://tinyurl.com/4cc36
Windows Vista
http://tinyurl.com/yldp3n6
Integrated Macintosh Parental Controls

6 zNER/Avwy.apple.com/sg/macosx/security/

Kid-safe Browsing
http://teacherweb.hayscisd.net/web/clicks/
research.html
e Know the warning signs and
how to act in case of trouble.
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